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e PCTL*: specification language for model checking

@ probabilistic model checking for finite state models is
well-studied

@ open research area: infinite state models

@ "Probabilistic CTL* - The Deductive Way"
by Dimitrova et al.:

— a sound (deductive) proof system that also works in infinite
state spaces
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Robot Example

-3,31-2,3/-1,30,3 |13 |23]33

-3,21-2,2-1,2|0,2 |12 22]32

-3,1}-2,1,-1,10,1 1,1, 21] 31

-3,0/-2,0|-1,0{0,0| 10| 2030

-3,-1}-2,-1/-1,-1{0,-1|1,-1]2-1)3,-1
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Robot Example

-3,31-2,3|-1,3

0,3 1,3 )23]33

-3,21-2,2|-1,2

-3,11-2,1)-1,1

-3,0|-2,0|-1,0

-3,-1 2.1 -1, -1

@ robot at arbitrary

starting position
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Robot Example

331-23]-1,3103 11,3123 ]33 ¢ robotat arbitrary
starting position

-3,21-2,2|-1,2|0,2 1,2 |22]32
@ at every step:

move one tile
diagonally

-3,1{-2,1}-1,1,0,1 1,121 31

-3,0 -2,0 ;1,0 0,0 | 1,0| 20| 30

-3,-1 g2, -4/-1,-1/0,-1|1,-1]2-1)3,-1
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Robot Example

331-23]-1,3103 11,3123 ]33 ¢ robotat arbitrary
starting position

-3,21-2,2|-1,2|0,2 1,2 |22]32
@ at every step:

move one tile
diagonally

-3,1{-2,1}-1,1,0,1 1,121 31

@ goal: visit the
origin (0,0)

OO\ infinitely often
-3,-1|t2,.-4/-1,-1/0,-1|1,-1|2,-1)3,-1

-3,0 -2,0 ;1,01 0,0 1,0 | 20| 3,0
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Robot Example

3,3/23)-1,3/03/1,3/23)/33 ¢ robotat arbitrary
starting position

-3,2-2,2(-1,210,2|12]22)32
@ at every step:

move one tile
diagonally

-3,1}-2,1,-1,10,1 1,1, 21] 31

@ goal: visit the
-3,01-2,0-1,0}10,0( 1,0 | 20] 3,0 ..
origin (0,0)

infinitely often
-3,-1/-2,-1/-1,-1}0,-1|1,-1|2,-13,-1

-3,-2-2,-2|L.-4(0,-21,-2(2-2]3,-2
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Robot Example

-3,31-2,3/-1,30,3 |13 |23]33
-3,21-2,2-1,2|0,2 |12 22]32
-3,1}-2,1,-1,10,1 1,1, 21] 31
-3,0]-2,0|-1,0}40,0| 1,0 | 2,0 3,0
-3,-1}-2,-1/-1,-1{0,-1|1,-1]2-1)3,-1
-3,-21-2,-2 .-;, —.2,I TQ relp—%l 2,-2|3,-2
-3,-3/-2,-3/-1,-3/0,-31,-3,2-3]3,-3

robot at arbitrary
starting position

at every step:
move one tile
diagonally

goal: visit the
origin (0,0)
infinitely often
after every move,
random forces
repel the robot
along x- and y-axis
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Robot Example

3,3/-23(-1,3/03|1,3|23]|33
3202,20-1,21021,2|22]32
3121 ]-1,1101]1,1]21]31
"QsP@' 2 0/|-1,0000]| 10|20 30
-gl,1 2 10-1,-1/0,-11,-1]2,-11|3,-1
A

13742, 2|-1,2/0, 21,212 2|3 -2
3,-3/-2,-3/-1,-3/0,-3|1,-3|2,-3|3,-3

robot at arbitrary
starting position

at every step:
move one tile
diagonally

goal: visit the
origin (0,0)
infinitely often
after every move,
random forces
repel the robot
along x- and y-axis
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Robot Example

3,3/23)-1,3/03/1,3/23)/33 ¢ robotat arbitrary
starting position

-3,2-2,2(-1,210,2|12]22)32
@ at every step:

move one tile
diagonally

-3,1}-2,1,-1,10,1 1,1, 21] 31

@ goal: visit the
origin (0,0)
infinitely often

-3,0]-2,0|-1,0}40,0| 1,0 | 2,0 3,0

-3,-1|-2,-1|-1,-1/0,-1(1,-1|2,-1]3,-1
@ after every move,

random forces
repel the robot
along x- and y-axis
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Probabilistic Programs

P =(x,C)
e x: finite (ordered) set of variables with countable domains

@ C: finite set of guarded commands
e deterministic:

g(x) — x' =e(x)
— If guard g is fulfilled, assign x the values of e(x)
e probabilistic:

g(x) = X' = e1(x) @=p, ... @=p, X' = €ys1(x)

pi € [07 1]

— x' = ej(x)®=p,: assign x the values of ej(x) with probability p;
or
assign x the values of ex11(x) with probability 1 — Zf;l pi
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Robot Example: Probabilistic Program

P = (x,C)
e x:x€Zy€eZ,le{0,1,2}
o C:

cnel =0 X =x+1Ay =y+1AT=1
csel =0 X =x+1Ay =y—-1AI=1
cww =0 X =x—1Ay =y +1AI=1
cswil =0 x =x—1Ay =y —1AI'=1

L X' =x)AY =yAl'=2

[x[+1

cx il =1 (X' = x+9-sign(x)

®_
¢ l=2(y=y+9-sign(x)@_ 1 y'=y)AX =xnlI"=0

‘ =

il

yl+

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 6 /44
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Markov Chain

Discrete Time Markov Chain
DTMC (S, p):
@ S is a countable set of
states
e p: S~ Distr(S)

0.25 - _
transition function

0.35

p(s) =: us € Distr(S), s.t. us(s’) is the probability that from state
s, the transition to state s’ is taken

Markov property: the probability of moving to the next state only
depends on the current state and not the prior sequence of states
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Markov Decision Process

MDP (S, A, p):
@ S is a countable set
of states
@ A s a set of actions
@ p: S x A~ Distr(S)
transition function

p(s,a) =: us 5 € Distr(S), s.t. s a(s") is the probability that from
state s, if the action a is chosen, the transition to state s’ is taken

added non-determinism: choice between actions in every state
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Scheduler

A scheduler is a function o : ST — Distr(A) that maps every
non-empty sequence over S to a probability distribution over
the action set A.

@ deterministic: a: ST — A
@ memoryless: o : S +— Distr(A)

A scheduler for a MDP chooses an action in every state, thereby
resolving the non-determinism. The result is a Markov Chain.

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 10 / 44



Robot Example: Markov Decision Process

infinite state space
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Robot Example: Scheduler

one possible (memoryless, deterministic) scheduler: ao: S — A

cve 1=0,x<0,y<0
cse 1=0,x<0,y>0
cw 1=0,x>0,y<0

a(x,y,l) =

D=3 e T=0x>0.y>0
Cx =1
cy [ =2

\

premise: "always attempt to reduce distance to origin”

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 12 / 44
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Temporal Logics

use temporal operators to make statements about time paths

Computation Tree Logic
Linear Time Logic (LTL) (CTL)

@ models time as a tree
@ models time linearly

@ always makes statements @ uses quantifiers 3,V to
about all paths make statements about

all or some paths

CTL*: extension of CTL that allows statements about infinite
paths
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Temporal Operators

’ operator ‘ derivation ‘ semantics ‘

ok e
o o 6 o v
bW e
SR v v
N
06 | —fasers| ¢ ¢ 6 o 9
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Probabilistic CTL

@ AP: set of assertions

@ Grammar for state formulas:

®i=a|-a| P Ay | D1V Dy | PL(0) | PL,(0)

e {<, <, >, >}, p e Ryp,a € AP:
@ Path formulas:

Y = Oq) | <D1L{d>2 | ¢1R¢2

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016



Probabilistic CTL

@ AP: set of assertions

@ Grammar for state formulas:

di=al-a| Oy Ady | D1V Dy | BL () | PL(¢)

probabilistic quantifiers

e {<, <, >, >}, p e Ryp,a € AP:
@ Path formulas:

Y = Oq) | <D1L{d>2 | ¢1R¢2
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Probabilistic Quantifiers

P,s = P\;p(go) iff Probs o ({7 € Paths(Mu, T = ¢}) > p

for every scheduler o inducing a DTMC M,
P,s = PL,(¢) iff Probs, ({T € Paths(Ma, T |= ¢}) > p

for some scheduler « inducing a DTMC M,

Example. P2, ¢(0a): With 50% probability, there exists a path
such that somewhere on that path a holds.

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 17 /



Probabilistic CTL*

PCTL* is a generalization of PCTL which additionally allows
w-regular languages over state formulas as path formulas.

In PCTL/CTL, every temporal operator must be preceded by a
quantifier. This restriction is removed in PCTL*/CTL*.

Example. ® = P2 ,0¢(a) is in PCTL*, but not in PCTL.
® is satisfied if there exists with probability 1 (almost sure) an
infinite path such that a occurs infinitely often on that path.

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016
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Deductive Proof System

’ knowledge base ‘<7

apply
add conclusion to

premise 1

premise n RULE

conclusion
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Deductive Proof System

’ knowledge base }‘7

apply

add conclusion to

premise 1

premise n RULE

conclusion

actual proof of a given property: bottom up
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Deductive Proof System For PCTL*

— Preliminary Rules
@ Qualitative PCTL Rules
@ Quantitative PCTL Rules
e Extension To PCTL*

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 21 / 44



Preliminary Rules

Pt ®: "The proof system derives that P satisfies ® from every

state”
assertion 7
Pt ®[V/7] 0 is a valid assertion ggn
PhEm— WV  BaAsIC.STATE PEo
PFH®

Basic Approach: Reduce the verification of a formula ® to the
verification of formulas of the form = — .

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016
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Deductive Proof System For PCTL*

@ Preliminary Rules
— Qualitative PCTL Rules
o qualitative fragment: PS, restricted to p € {0,1}

@ Quantitative PCTL Rules
o Extension To PCTL*

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 23 / 44



Lyapunov Ranking Functions

Extension of ranking functions to the probabilistic setting:

Given a well-founded partial order (R>, ), a Lyapunov ranking
function 6 : S — R>( defined over a Markov Chain (S, p) is a
function 0 that decreases in expectation on each step:

3(s) = E(8',5) = D 8(5)us(s)

s’'eS

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016



Proving Liveness Properties

@ Lyapunov ranking functions are a tool for proving liveness
properties of the form

IP’D%pOgo = }P’D%p(true U ) for Q € {3,V}

@ Idea: find a § that decreases whenever a transition s — s’ is
taken where the state s’ does not satisfy the target formula ¢

@ this method is complete for finite state sets

@ incomplete for infinite state sets

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 25 / 44



Rule UNTILS,

for proving almost sure liveness properties

assertion 6

Lyapunov ranking function §
Pt (m A=) — 0
PE(OAN—Y)—p
PE@OAN)—

(Qce C:ge: 0 N = E(d]s))

P — P2 (oUp)

UNTILS

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 26 / 44



Robot Example: Almost Sure Liveness

28 | &3

-3,3/-2,3|-1,3]0,3

@ Is there a strategy
such that the
robot eventually
enters the area
around the origin?

-3,0 -2,0 -1,0 0,0 1,0 20 3,0

-3,-1-2,-1/-1,-1 0,-1 1,-1 2,-1]3,-1
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Robot Example: Almost Sure Liveness

P+ true — Pilosaclosev Pclose = |X| + |)/| < 100
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Robot Example: Almost Sure Liveness

P\ true — ]P’il true Ucloses  Pelose = |X| + |y| < 100

assertion 6

Lyapunov ranking function
Pt (m A=) — 0
PE(OAN—Y)— @

Pt (ON—)—

(Jce C:ge:0 N6 =E(H]s))

P — P2, (eUy)

UNTILZ,
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Robot Example: Almost Sure Liveness

P\ true — ]P’il true Ucloses  Pelose = |X| + |y| < 100

Lyapunov ranking function §
P (OAN—Y)—
(Jc € C:ge: 0 NG = E(]s))
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Robot Example: Almost Sure Liveness

P\ true — ]P’il true Ucloses  Pelose = |X| + |y| < 100

Lyapunov ranking function § in a state with / = 0, choose
P (OAN—Y)— the command satisfying x’ =
(Gce C:ge:0 A6 =E(8]s)) x—sign(x)\y =y —sign(y)
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Robot Example: Almost Sure Liveness

P\ true — ]P’il true Ucloses  Pelose = |X| + |y| < 100

Lyapunov ranking function § in a state with / = 0, choose
P (OAN—Y)— the command satisfying x’ =
(3ce C:ge: 0 A6 = E(d]s)) x—sign(x) Ny =y —sign(y)
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Robot Example: Almost Sure Liveness

P\ true — ]P’il true Ucloses  Pelose = |X| + |y| < 100

Lyapunov ranking function § in a state with / = 0, choose
P (OAN—Y)— the command satisfying x’ =
(3ce C:ge: 0 A6 = E(d]s)) x—sign(x) Ny =y —sign(y)

x? + y? if =0
Sy, )=<4x®+y>+120 ifl=1
X2 +y?4+60 ifl=2
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Deductive Proof System For PCTL*

@ Preliminary Rules
@ Qualitative PCTL Rules
o qualitative fragment: P2 restricted to p € {0,1}
— Quantitative PCTL Rules
o allows full range of probabilities p € R>g

o Extension To PCTL*

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016



Rule UNTILS,,

assertion 6, ranking function §
PFaA—— 0
PEaA—y)—0<m
PEOAN—Y — @
PEOAN—Y — (Qce C:ge:
(' =06—-1A0)R>p true) UNTILS ,,

Prm— ngm(wuw)

the ranking function ¢ is initially lower bounded by m
decreases each step with probability at least p

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016
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Robot Example: Lower Bound

P+ Pclose — Pazq(o(x =0 ANy = 0)): Pclose = ‘X| + ‘y’ < 100
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Robot Example: Lower Bound

P F ©close — IPﬂthrue Ux=0Ay =0), @cose = |x| + |y| <100
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Robot Example: Lower Bound

PF ©close — IPﬂthrue Ux=0Ay =0), @cose = |x| + |y| <100

assertion 6, ranking function ¢

PErA——6

PErnA—9Y—6<m

PEOAN—Y — @

PEOAN—-Y — (3ceC: g
(0'=0—-1A0)®>p true) UNTILZ

Pkrm—s ngm(apuw)

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 31/



Robot Example: Lower Bound

Pt pclose = PLgtrue U(x = 0 Ay = 0), @ejose = |x| + |y| < 100

assertion 6, ranking function ¢

PEmA—) —6

PFoA=)—=d<m

PEOAN—Y =@

PEOAN—1) — (Fce C: g
(0'=0—-1A0)®>p true) UNTILZ

Pkrm—s ngm(gouw)

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 31/



Robot Example: Lower Bound

Pt pclose = PLgtrue U(x = 0 Ay = 0), @ejose = |x| + |y| < 100

assertion 6, ranking function ¢

PEmA—) —6

PFoA=)—=d<m

PEOAN—Y =@

PEOAN—1) — (Fce C: g
(0'=0—-1A0)®>p true) UNTILZ

P — P m(oUi))

— need to construct a  which satisfies the premises

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 31/



Robot Example: Lower Bound

o 0
-3,2 2,2 -1,2 1020 1,2 2,2 3,2

3,1 2,1 -1,1 01 1,1 2,1 3,1 e Casel:
X =y mod 2

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 32/ 44



Robot Example: Lower Bound

-3,3/-23-1,3/03 13|23 33

o 0
-3,2-2,2 -1,2 0,2 (L2} 2,2 3,2

3,0 2,0 -1,0110, 0 1,0 2,0 3,0 o Case 2:
X Zy mod 2

-3,-1-2,-1 -1,-1 0,-1 1,-1 2 -1 3 -1

-3,-2/-2,-2 -1,-2 0,-2 1,-2 2,-2]|3,-2

-3,-3-2,-3/-1,-3/0,-3 1,-3|2-3 3, -3

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016



Robot Example: Lower Bound

P+ Pclose — Pazqtrue U(X =0A Yy = 0), Pclose = |X| + |y| < 100

5(1 ) max(|x|, [y|) if x=y mod 2 (Case 1)
7X7 = .
max(|x|,[y]) +5 if x# y mod 2 (Case 2)

@ bounded 6(/,x,y) <105 =: m
@ repel probability: ‘X‘% ﬁ > ﬁ
Case 1: use appropriate command and no repel (p; = (1 — 1—(1)1)2)
Case 2: need repel along at least one axis to decrease ¢ (reach Case 1)
(p2 = (1— ) 13)
p2 101/ " 01

® p1,p2> 1oz =P

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 33/ 44



Deductive Proof System For PCTL*

@ Preliminary Rules

@ Qualitative PCTL Rules

@ Quantitative PCTL Rules
— Extension To PCTL*

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 34 / 44



Extension To PCTL*

PCTL* is a generalization of PCTL which additionally allows
w-regular languages over state formulas as path formulas.

@ until now: rules only consider formulas of the form IPDQQP@
where ¢ is a path formula which contains only one temporal
operator

@ in PCTL*: multiple temporal operators may appear in
sequence

o Example: & = PZ,000(a)
I ' O0(a) is still an LTL formula

— LTL formula can be converted to deterministic w-automata
(in particular: Streett Automata)

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 35/ 44



Encoded Streett Acceptance Condition

o Street Automaton A = (Q, X, p, qo, {(Ei, Fi)"_1})

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 36 / 44



Encoded Streett Acceptance Condition

o Street Automaton A = (Q, X, p, qo, {(Ei, Fi)"_1})

@ An (inifinite) run 77 on A is considered accepting if it holds
that if Inf(n) N E; # 0, then also Inf(n) N F; # 0.

@ Inf(n):= set of states occurring infinitely often in 7

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 36 / 44



Encoded Streett Acceptance Condition

o Street Automaton A = (Q, X, p, qo, {(Ei, Fi)"_1})

@ An (inifinite) run 77 on A is considered accepting if it holds
that if Inf(n) N E; # 0, then also Inf(n) N F; # 0.

@ Inf(n):= set of states occurring infinitely often in 7
@ Encoded as a PCTL* formula (recurrence property):

k

N\ (@0 = 00¢;)

i=1

for assertion ; and ); that encode the sets E; and F;.
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Rule RECZ,

for resolving (almost sure) existential recurrence properties

assertions 6, 6

constant p > 0
Prm—0
P60 — P2,(00)
P60 — PY,(00)
foralli=1,...,m:
PEOAQ — Pip(owi)

PEm— Pl (AL(B00 — 00y))

RECZ,

Lea Hiendl (RWTH Aachen) Probabilistic CTL* - The Deductive Way 29th June, 2016 37/



Robot Example: Infinite Path

-3,3/-2,3|-1,3{0,3|13]23]33

@ original goal: visit
the origin (0,0)
infinitely often

@ can finally be
encoded in PCTL*
as a recurrence
property
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Robot Example: Infinite Path

PCTL* property P = true — P2, (00(x =0Ay = 0))
from previous examples:

P+ true — Pil(oﬁpclose)
P ©close — I[DEIZp(Q(X =0Ay= O))
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Robot Example: Infinite Path

PCTL* property P |= true — P2,(00(x =0Ay = 0))
from previous examples:

P I true — ]P’il(O@C/ose)
Pt ¢cose = PL,(O(x =0Ay =0))
Pt true — PgP(O(X =0Ay=0))
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Robot Example: Infinite Path

prove: P = true — P2 (true — O0(x=0Ay =0))

known: P true — PEZP(Q(X =0Ay=0))

assertions 6,

constant p > 0
P-m—#6

P60 — P2,(00)

P 6 — PY,(00)
foralli=1,....,m:
PI—H/\go"%IP’ip( Y

P m— P2 (AL (D0 — 00y"))

RECZ,
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Robot Example: Infinite Path

prove: P = true — P2 (true — O0(x=0Ay =0))

known: P F true — ]P’ip(O(x =0Ay =0)))

assertions 6,

constant p > 0
P-m—#6

P60 — P2,(00)

P 6 — PY,(00)
foralli=1,....,m:
PI—H/\go"%IP@p( W)

P m— P2 (AL (D0 — 00v"))
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Robot Example: Infinite Path

prove: P = true — P2 (true — O0(x =0Ay = 0))

known: P true — IP’HZP(Q(X =0Ay =0)))

assertions 6,

constant p > 0
P-m—#6

P60 — P2,(00)

P 6 — PY,(00)
foralli=1,....,m:
PI—H/\SDI%IPEP( W)

Pt m— Pl (AL (OO0 — O0y))

RECZ,
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probabilistic program

probabilistic
specification language

(PCTL*)

model (Markov
Decision Process)

deductive
proof system

specifies

property

Does the program satisfy the property?
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Preliminary Rules
Qualitative PCTL Rules

o Lyapunov Ranking Functions (liveness properties)

Quantitative PCTL Rules
Extension To PCTL*

e w-regular languages
e Streett acceptance condition encoded as recurrence property
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Discussion

@ sound proof system for PCTL*
@ completeness: Lyapunov ranking functions only complete in
finite state spaces
@ automation:
e how to generate ranking functions automatically?
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