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Recap: Abstract Semantics of WHILE

Extraction Functions
Assumption: abstraction determined by pointwise mapping of concrete values

Definition (Extraction function)

elf L=2%and M =24 withC; = Cyy = C, then 8 : C — Ais called an extraction function
e [ determines Galois connection («, ) with

a:L—-M:1— 5() (={8(c)|cel})
vy:M—=L:mw— B3 (m) (={ceC]|pB(c)ecm})

Example

1. Parity abstraction (cf. Ex. 10.2): 5 : Z — {even, odd} where [3(z) :

2. Sign abstraction (cf. Ex. 10.3): § : Z — {+, —,0} with 5 = sgn
3. Interval abstraction (cf. Ex. 10.4): not definable by extraction function
(as Int is not of the form 24)

even if zeven
odd if zodd
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Recap: Abstract Semantics of WHILE

Abstract Program States

Now: take values of variables into account

Definition (Abstract program state)
Let 5 : 7Z — A be an extraction function.
e An abstract (program) state is an element of the set
{p|p: Var — A},
called the abstract state space.
e The abstract domain is denoted by Abs := 22 ~4,
e The abstraction function « : 2> — Abs is given by
a(S):={fooc|oe S}
forevery S C 2.
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Recap: Abstract Semantics of WHILE

Abstract Semantics of WHILE |
Reminder: abstract domain is Abs := 2'4 4
Definition (Abstract execution relation for statements)

If c € Cmd and abs € Abs, then (c, abs) is called an abstract configuration. The
abstract execution relation is defined by the following rules:

(skip)

(skip, abs) = (|, abs)

(asgn)

(x :=a,abs) = (|, {p[x — d] | p € abs, d € val’(a)})
(c1,abs) = (c},abs’) ¢} #|
(c1;co,abs) = (c}; o, abs’)
(c{, abs) = (|, abs’)
(c1;Co,abs) = (co, abs')

(seqt)

(seq2)
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Recap: Abstract Semantics of WHILE

Abstract Semantics of WHILE I

Definition (Abstract execution relation for statements; continued)

Jp € abs : true € val’ (b)

(if1)

(if b then ¢y else ¢, end, abs) = (cy,abs \ {p € abs | val’7(b) = {false}})

Jp € abs : false € val7 (b)
(if b then ¢; else ¢, end, abs) = (¢, abs \ {p € abs | val’7(b) = {true}})

(if2)

3p € abs : true € val’ (b)

(while b do c end, abs)
(c;while bdo cend, abs\ {p € abs | val7 (b) = {false}})

(wht)

=

Jp € abs : false € val’(b)
(while bdo c end, abs) = (], abs \ {p € abs | val’7(b) = {true}})

(wh2)
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Recap: Abstract Semantics of WHILE

Abstract Semantics of WHILE Il
Definition (Abstract transition function)

The abstract transition function is defined by the family of mappings
next” , : Abs — Abs,

c,c

given by next” (abs) := (J{abs' € Abs | (c, abs) = (c’,abs’)}

c,c

Example (Hailstone Sequences; cf. Example 11.7)
[skip]';
while [-(n = 1)]?do
if [even(n)]® then

[n :=n / 2]*;[skip]® Execution relation with parity abstraction:
else see following slide (courtesy B. Konig)
[n := 3 * n + 1]°;[skip|’
end
end
T a— ... |RNH
Lecture 13: Abstract Interpretation IV Il and Verification Chair

(Application Example: 16-Bit Multiplication)



Recap: Abstract Semantics of WHILE

Correctness of Abstract Semantics

Theorem (Soundness of abstract semantics)

Foreachc € Cmd andc’ € Cmd U {|}, nextffc, Is a safe approximation of next; ¢,
i.e., for every abs € Abs, a(next. (v(abs))) C nextfc,(abs).

The soundness proof employs the following auxiliary lemma.
Lemma (Soundness of abstract evaluation)

Let 5 : 7 — A be an extraction function.

1. Foreveryac AExp ando € ¥, f(val,(a)) € val?og(a).

2. Forevery b € BExp and o € ¥, val,(b) € val?oa(b).

Proof (Lemma 12.14).

omitted

Proof (Theorem 12.13).

on the board
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Application Example: 16-Bit Multiplication

A 16-Bit Multiplier

Example 13.1 (16-bit multiplier)

¢ = [out:=0]";[ovf :=0]?; Inputs:
while [ (£1=0) A ovf=0]°do e £1, £2: 16-bit input factors
if [1sb(f1)=1]* then Outputs:
[Cove,out) :=(out:17)+£2]> 4 out: 16-bit result
else - e ovf: overflow bit
[skip] Operations:
e (z): least significant bit of
[f1;=f1>>1]7; e 1sb(z): leas .S|gn| Icant DI 9 z
if [—| (£1=0) A va=O]8 r e (z:k): extension of z to k bits by
[CovE,£2) :=(£2: 17)<<1]9 adding Ieadlng zeros |
else e (x,y) :=z: simultaneous assignment
[skip]m to x and y with split of z
end e <<1/>>1: left/right shift by 1 bit
end Procedure: in each iteration,
| | 1. if LSB of 1 is set (4), add £2 to out (5)
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Application Example: 16-Bit Multiplication

The Abstraction

(see E.M. Clarke, O. Grumberg, D.A. Peled: Model Checking, MIT Press, 1999, pp. 205)

e f1: no abstraction (as £1 controls multiplication)
e £2: congruence modulo m (for specific values of m > 2 — see Theorem 13.4)

— extraction function: 5 : Z — {0,....,m—1} : z+— zmod m
— congruence: z; = 2z, (mod m) iff z; mod m = z, mod m

e out: congruence modulo m
e ovf: no abstraction (single bit)

Lemma 13.2 (Properties of modulo congruence)

Forevery zy,zo € Zz.andm > 1,

(z1 + z2) mod m = ((z; mod m) + (2, mod m)) mod m
(zy — z5) mod m = ((zy mod m) — (2 mod m)) mod m
(z1 - z2) mod m= ((z; mod m) - (zz mod m)) mod m

Thus: modulo value of expression determined by modulo values of subexpressions
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Application Example: 16-Bit Multiplication

Abstract Interpretation of Multiplier

Example 13.3 (Abstraction of 16-bit multiplier; cf. Example 13.1)

Abstract execution for
e f1 =101, (=5), £2 = 1001010, (= 74)
e out, ovf with arbitrary initial values
em=>5

= initial abstract value:

absy = {[f1 + 1015, 2+ 74 mod 5, out — r,ovf — b] | r € {0,...,4},b € B}

e first transitions: on the board 4

e generally: for all initial (abstract) values of £1 and £2, abstract results (|, abs’), and
o' € abs/,
p'(ovE) =1V p'(out) = (f1 - (£2 mod 5)) mod 5

Problem: choose which values of m to deduce correctness of concrete results from
correctness of abstract results?

RWTH
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Application Example: 16-Bit Multiplication

Ensuring Correctness |

Theorem 13.4 (Chinese Remainder Theorem; without proof)

Letmy, ..., mx > 1 be pairwise relatively prime (i.e., gcd(m;, m;) = 1 for
1<i<j<Kk)Letm:=mqy-...-my,andletz, ..., z, € Z. Then there is a
unique z € 7. suchthat0 < z < mand z = z; (mod m;) foralli € {1, ... k}.

Application: for fixed initial (abstract) value of £1 and £2,
e z = concrete final value of out
e z; = abstract final value of out (mod m;)
o K = 5, m 225, mos = 7, ms 229, my = 11,m5 = 32
(thusm=5-7-9-11-32 = 110880 > 2'¢)
e Theorem 13.4 yields unique z < m with z = z; (mod m;)
e m> 2'® — zis correct result of multiplication (see next slide)
e thus termination implies correct result or overflow

Efficiency:
e Exhaustive testing: 26 - 216 = 232 — 4,29 . 10° runs
e Abstract interpretation: 2'°- (5 +7 + 9+ 11 4+ 32) = 4.19 - 10° runs
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Application Example: 16-Bit Multiplication

Ensuring Correctness Il

Proof (Correctness of abstraction).

To show: Vyy,yo € B'® 0,0’ € L : 0(£1) = y1,0(£2) = y», (c,0) =T (], ')
—> o'(ovf) =1V o'(out) =y - yo
Known: Vi € {1,...,5},y4,y. € B'® abs, abs’ € Abs : (c, abs) =" (|, abs'),
abs = {[f1 — y;,£2 — yi’ jout > r,ovf — b] | re {0,...,m;— 1}, b € B}

— <Vp’ € abs' : p'(ovf) =1V p/(out) & §% -yf)#> (where x¥ := x mod m;)

Proof: e Let y1,y» € B'®, o(f1) = y1, 0(£2) = y», (¢, 0) =T (|, 0}, o'(ovf) = 0, and
zi:=(y;-y2)" foric{1,...,5}
e Thm. 13.4 yields unique z < msuch that z = z; (mod m;) forallj € {1,...,5}
e On the other hand, correctness of modulo abstraction implies p'(ovf) = 0 and
(0'(out))” = p/(out)  (correctness of abstraction)
= -yt (%)
= (y1 - y2)" (Lemma 13.2)
— o'(out) =z =y
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Overview of Numerical Abstraction Domains

Non-Relational Abstraction Domains

Here, abstract values are independently referring to single variables.
Example 13.5 (Non-relational domains)

e Signs (cf. Example 10.3): sgn(x) = s (x € Var, s € {+,—,0})
e Intervals (cf. Example 10.4): x € J (x € Var, J € (ZU {—oo}) x (Z U {+oo}) U {D})
e Parities (cf. Example 10.2): x € Z, (x € Var, p € {even,odd})
e Congruences (cf. Lemma 13.2): x mod m=k (x € Var, m>1, k€ {0,...,m—1})

Observations
e Expressive power:

— Signs < Intervals (since + = [1, +0o0], ...)
— Parities < Congruences (since x even <—=- x mod 2 = 0, ...)
— Intervals and Congruences are “incomparable”

e Congruences can prove disequalities (“x = y”) but not inequalities (“x < y”)
—e.g., x mod m = ky, y mod m = k,, ky # k, = no zero divisionin 1/(x — y)
— but x < y generally not representable

e Non-relational domains efficient to represent and manipulate

e Signs, Parities, and Congruences definable by extraction functions
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Overview of Numerical Abstraction Domains

Relational Abstraction Domains

Here, interdependencies between variables are captured:
Example 13.6 (Relational domains)
e Difference Bound Matrices (DBMs): conjunctionsof x — y < cand £x < ¢
(x,y € Var, c € Z)
e Octagons: conjunctions of ax + by < c (x,y € Var,a,be {—1,0,1}, c € Z)
e Octahedra: conjunctions of ajx; + ...+ amxp < c(x; € Var,a; € {—1,0,1}, c € Z)
e Polyhedra: conjunctions of aixy + ... + anx, < c (x; € Var, a; € Z, ¢ € Z)

Observations
e Expressive power:
— DBMs < Octagons < Octahedra < Polyhedra
— Intervals < DBMs (since x € ¢, 6] <= —x < —c; A x < ¢)
e Can prove inequalities but not (general) disequalities
e Representation and manipulation generally more involved
— Polyhedra require computation of convex hulls (exponential in | Var|)
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Overview of Numerical Abstraction Domains

Combining Non-Relational and Relational Domains

Linear Congruences combine features of Congruences and Polyhedra:
e Given by conjunctions of

(a1xy + ...+ apxp) mod m=z

(xi€ Var,ai€c Z,m > 1,z € 7)
e Typical application:

2x +1 mod m = Ky, y mod m = ky, ky # k, = no zero divisionin1/(2x +1 —y)

e Again usable for proving disequalities but not inequalities
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